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Abstract Runtime models capture the operational state
and context of smart cyber-physical systems (CPS) as
directed, typed and attributed graphs and keep this
information up-to-date in a continuously evolving en-
vironment to support various scenarios such as moni-
toring, control, or optimization. In Internet-of-Things
applications, a CPS is frequently operating over a het-
erogeneous and distributed computation platform com-
posed of resource constrained devices. The adaptation
of runtime models to such scenarios has several major
challenges, since (1) the runtime model needs to be dis-
tributed over multiple participants, (2) each participant
may have memory limitations, and (3) the device may
communicate over popular middleware platforms like
the Data Distribution Service (DDS), which is a stan-
dard distributed, data-centric, publish-subscribe frame-
work offering various quality of service guarantees.

In this paper, we first propose a time-triggered high-
level model management protocol on top of the DDS
middleware architecture which ensures consistent up-
dates for distributed runtime models while offering an
model manipulation interface similar to the Eclipse Mod-
eling Framework. Moreover, we leverage DDS to man-
age and execute the distributed runtime models and
provide fast data processing and management by elab-
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orating a generic mapping from metamodels (captured
in the Eclipse Modeling Framework) to the OMG In-
terface Definition Language (IDL) which is the input
language for DDS. We illustrate the proposed technique
using the MoDeS3 CPS demonstrator and provide an
experimental evaluation.

Keywords Runtime models - Distributed model
management - Data Distribution Service (DDS)

1 Introduction

Motivation A smart and safe cyber-physical system
(CPS) [6,17,19,25,28] frequently depends on self-adap-
tive or autonomous behavior. Intelligent components
are deployed over a heterogeneous computation plat-
form and they continuously interact with a complex
environment. Such a complexity frequently makes de-
sign time verification infeasible in practice, thus CPSs
need to rely on runtime verification (RV) [20,23] tech-
niques to ensure safe operation by monitoring. Recent
RV approaches like [3,13] started to exploit rule-based
techniques over a richer (relational or graph-based) in-
formation model.

Runtime models (aka models@ run.time [2,29]) pro-
vide such a rich knowledge representation to capture
the runtime state of the domain, services and platforms
in the form of typed and attributed graphs [8] to serve
as a unifying semantic basis for various analysis tech-
niques. For example, runtime models have been used for
the assurance of self-adaptive systems (SAS) in [5, 34]
or to drive runtime verification [3] in CPS.

Problem statement In a distributed CPS, the underly-
ing runtime model also needs to be distributed, and up-
dated with high frequency driven by the incoming sen-
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sor information and the changes in network topology. A
distributed runtime model was proposed in [12] by ex-
ploiting the Eclipse Modeling Framework (EMF)?! for
specifying the models and reactive programming with
lazy loading to make the complete virtual model ac-
cessible from every node over a Java-based platform.
In a follow-up work [11], graphs are also versioned on
a node-level granularity, allowing the users to analyze
changes made to the graph over time.

However, in case of resource-constrained computa-
tional platform or strict quality of service (QoS) re-
quirements, few guarantees are provided by existing
approaches for distributed runtime models. Unfortu-
nately, such resource constraints appear frequently in
edge computing or critical embedded systems.

Objectives In [3], we presented the architecture of a
framework for distributed runtime monitoring using dis-
tributed graph queries for resource-constrained CPSs,
but the focus of our initial work was limited to assess-
ing distributed query evaluation over a steady runtime
model. However, in a real CPS system, the underyling
runtime model is never steady, but amenable to contin-
uous and frequent model updates. Therefore, the main
objective of our current work is to provide support for
such rapidly changing distributed runtime models.

Our distributed runtime model is built on top of
an EMF-compatible model manipulation interface and
a semantically well-founded, time-triggered high-level
model update protocol that runs over a distributed and
standard middleware platform that manages resource
constrained devices as participants.

To provide QoS guarantees for communication be-
tween components of the platform, we incorporate the
Data Distribution Service standard [26] as a reliable un-
derlying messaging middleware. As such, reliable mes-
sage delivery is handled at a lower abstraction layer.

In principle, the publish-subscribe approach used
in DDS is independent of the underlying data model,
but in practice, integrating DDS with a particular ap-
plication requires significant manual programming due
to the low-level APIs and the different programming
style imposed by the publish-subscribe principle. For
this reason, we provide a mapping to the DDS architec-
ture to automatically synthesize the configuration set-
tings for the communication infrastructure. As such, we
combine mature technologies from modeling languages
and distributed systems into a novel, high-level model
management and query framework which can be used
for distributed runtime verification [3].

We illustrate our concepts in the context of the
MoDeS3 CPS demonstrator [35], and provide a pro-

L http://www.eclipse.org/emf

totype implementation of the framework. Furthermore,

we carried out an initial scalability evaluation our pro-

totype in the context of the MoDeS3 demonstrator.
This paper extends our initial work [3] by providing

(i) a semantically well-founded model update protocol
(ii) a mapping of metamodel concepts and query defini-
tions to the standard DDS architecture,
(iii) a prototype implementation,
(iv) a novel performance evaluation which covers the
runtime model update phase.

2 Overview of Query-based Distributed
Runtime Monitoring

Figure 1 is an overview of distributed runtime monitor-
ing of CPSs deployed over a heterogeneous computing
platform with multiple participants using distributed
runtime models and graph queries. The current paper
will elaborate on the distributed runtime model.
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Fig. 1: Distributed runtime monitoring by graph queries

During the system design phase, automated moni-
tor synthesis transforms high-level query specifications
into deployable, platform dependent source code for each
participant that will be executed as part of a monitor-
ing service. The synthesis process begins with a query
optimization step that transforms query specifications
to platform independent execution plans. At this point,
any a priori knowledge about the runtime system pro-
vides optional input for query optimization. Then this
execution plan is passed on to the code generator to
produce platform dependent C++ source code, which
is ready to be compiled into an executable for the plat-
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form. To provide better focus for the current paper, this
component will not be detailed here.

Runtime monitor programs are deployed to a dis-
tributed heterogemeous computation platform, which is
assumed to include various types of computing units
(referred to as participants) ranging from ultra-low-
power microcontroller units, through smart devices to
high-end cloud-based servers. Some of these devices may
have resource constraints (like CPU, memory).

Our system-level runtime monitoring framework is
hierarchical and distributed. Monitors may observe the
local runtime model of a participant, and they can col-
lect information from runtime models of different de-
vices, hence providing a distributed architecture. More-
over, one monitor may rely on information computed by
other monitors, thus yielding a hierarchical network.

The runtime model captures data stemming from
observations in the physical system. Participants are
distributed across the physical system and connected
via the network. These participants primarily process
the data provided by their corresponding sensors, and
they are able to perform edge- or cloud-based compu-
tations on the data. The runtime model management
components are deployed and executed on the platform
elements, thus resource constraints need to be respected
during allocation. The main responsibility of the com-
munication middleware is to ensure fast and reliable
communication between the components.

The model management and query execution mes-
sages between the components are sent over a middle-
ware based on a publish-subscribe protocol that imple-

ments the real-time data distribution service (RDDS [15]).

RDDS is an extension for the DDS standard [26] of
the Object Management Group (OMG) to unify com-
mon practices concerning data-centric communication
using a publish-subscribe architecture. This way, in ac-
cordance with the models@ run.time paradigm [2,29],
observable changes of the real system are incorporated
into the runtime model either periodically with a cer-
tain frequency, or in an event-driven way upon certain
triggers. Furthermore, the middleware also abstracts
away the platform and network-specific details.

Running example. We illustrate distributed runtime mod-

els in the context of the MoDeS3 demonstrator (Model-
Based Demonstrator for Smart and Safe Cyber-Physical
Systems) [35], which is an educational platform of a
model railway system that prevents trains from colli-
sion and derailment using safety monitors. The rail-
way track is equipped with several sensors (cameras,
shunt detectors) capable of sensing trains on a partic-
ular segment of a track connected to some participants
realized by various computing units, such as Arduinos,

Raspberry Pis, BeagleBone Blacks, or a cloud platform.
Participants also serve as actuators to stop trains on se-
lected segments to guarantee safe operation. For space
considerations, we will only present a self-contained ex-
tract from the demonstrator.

In the lower right part of Figure 1, a snapshot of the
System Under Monitor is depicted, where train trl is
on segment s4, while tr2 is on s2. The railroad network
has a static layout, but turnouts tul and tu2 can change
between straight and divergent states.

Three participants are running the monitoring and
controlling programs responsible for managing the dif-
ferent (disjoint) parts of the system. A participant may
read its local sensors, (e.g., the occupancy of a segment,
or the status of a turnout), collect information from
participants, and it can operate actuators accordingly
(e.g., change turnout state) for the designated segment.
All this information is reflected in a distributed runtime
model which is deployed on the three computing units.

3 Preliminaries for Distributed Runtime
Models

We revisit definitions related to metamodeling, and run-
time models. The section also provides a brief overview
on the Data Distribution Service standard [26].

3.1 Domain-specific modeling languages

Many industrial CPS modeling tools build on the con-
cepts of domain-specific (modeling) languages (DSLs)
where a domain is typically defined by a metamodel
and a set of structural consistency constraints. A meta-
model captures an ontology, i.e., the main concepts as
classes, their attributes, and relations as references of a
domain in the form of graph models.

A metamodel can be formalized as a vocabulary
Y ={Cy,...,Cpn,A1,... Ay, Ry, ..., Ry, } with a unary
predicate symbol C; for each class, a binary predicate
symbol A; for each attribute, and a binary predicate
symbol Ry, for each relation in the metamodel.

Ezxample 1 Figure 2 shows a metamodel for the MoDeS3
demonstrator with Participants (identified in the net-
work by hostID attribute) which host the DomainEle-
ments. A DomainElement is either a Train or Railroad-
Element. A Train has a speed attribute and the train is
always located on a RailroadElement. Turnouts and Seg-
ments are RailroadElements with links to the left and
right side RailroadElements. These left and right refer-
ences are used to describe the actual connections be-
tween the different RailroadElements. These references
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are navigable in both directions. A Turnout has ref-
erences to RailroadElements that represent the straight
and divergent directions.
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Fig. 2: Metamodel for MoDeS3

Structural consistency constraints References in EMF
metamodels may contain multiplicity constraints lo..up
which consists of a lower bound lo and an upper bound
up. In this paper, we assume that the lower bound is
always 0 (which is a frequent assumption when working
with incomplete modles), while upper bound can be
either 1 or x. This way we guarantee that removing a
reference will not result in a structurally inconsistent
model.

We also consider bidirectional associations by adopt-
ing the concept of opposite references from EMF meta-
models (eOpposites) where each reference type may have
an opposite reference type and vice versa (such as left
and right in Figure 2). EMF maintains such pairs of op-
posite references consistently in case of non-distributed
instance models, i.e. if such a reference is created or
deleted, its opposite reference is created or deleted au-
tomatically. However, maintaining such pairs of refer-
ences is more complicated in a distributed setting.

3.2 Runtime models

The objects, their attributes, links, and dependencies
between objects constitute a runtime knowledge base
for the underlying system in operation called a run-
time model [2,29]. Relevant changes in the system are
reflected in the runtime model (in an event-driven or
time-triggered way) and operations executed on the
runtime model (e.g. setting values of controllable at-
tributes or relations between objects) are reflected in
the system itself (e.g. by executing scripts or calling
services). We assume that this runtime model is self-
descriptive in the sense that it contains information
about the computation platform and the allocation of

services to platform elements, which is a key enabler for
self-adaptive systems [5, 34].

A runtime model M = (Dom s, Tar) is a 2-valued
logic structure over X, as in [32], where Dom ;s = Obj ;L)
Datayy, and Obj,, is a finite set of individuals (objects)
in the model, while Datay; is the domain of built-in
data values (integers, strings, etc.).

Ty is a 2-valued interpretation of predicate symbols
in X defined as follows (where o, and o, are objects
from Obj,;, and a, is an attribute value from Data,s):

— Class predicates: If object 0, is an instance of
class C;, then the 2-valued interpretation of C; in
M evaluates to 1 denoted by [[C,,;(op)]]M =1, and it
evaluates to 0 otherwise.

— Attribute predicate: If there is an attribute of
type A; in o, with value a, in M, then [4;(op, a)|M =
1, and 0 otherwise.

— Reference predicates: If there is a link of type Ry
from o, to o, in M, then [Rx(0p,04)]"" = 1, other-
wise 0.

3.3 Distributed runtime (graph) models

While a (regular) runtime model serves as a centralized
knowledge base, this is not a realistic assumption in a
distributed setting. In our distributed runtime model,
each participant only has up-to-date but incomplete
knowledge about the distributed system. Moreover, we
assume that each model object is exclusively managed
by a single participant, referred to as the host of that
element, which serves as the single source of truth. This
way, each participant can make calculations (e.g. evalu-
ate a query locally) based on its own view of the system,
and it is able to modify the mutable properties of its
hosted model elements.

To extend the formal treatment to distributed run-
time models, we mark which participant is responsible
for storing the value of a particular predicate in its lo-
cal knowledge base. For a predicate P with parameters
V1, ..., Un, [P(v1,...,v2)]"*@p denotes its value over
the distributed runtime model My is stored by host p.

Example 2 Figure 3 shows a snapshot of the distributed
runtime model M, for the MoDeS3 system depicted
in the right part of Figure 1. Participants deployed to
three different physical computing units manage differ-
ent parts of the system. The model represents the three
participants (Participant 1 — Participant 3) deployed to
the computing units (depicted also in Figure 1), the do-
main elements (s1-s8, tul, tu2, trl, and tr2) as well as
the links between them. Each participant hosts model
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elements contained within them in the figure, e.g. Par-
ticipant 2 is responsible for storing attributes and out-
going references of objects s3, s4, s5, and trl.

Legend:
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[0 segment
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Fig. 3: Distributed runtime model for MoDeS3

3.4 Model update operations

We assume that the following model manipulation op-
erations are available for a (distributed) runtime model:

— Object operations: In regular (regular) runtime
models, objects can be created and deleted. In a dis-
tributed setting, objects can also be moved from
one participant to another. Object update opera-
tions are always with broadcast messages.

— Attribute operations: Attribute values can be up-
dated locally in a distributed runtime model since
the values of attributes are always stored together
with the object itself by host participant.

— Reference operations: A link can be added or
deleted between two objects. If both ends of a link
hosted by the same participant then such a reference
update is a local operation, otherwise it needs to be
communicated with other participants.

We do not support reference move as an atomic (sin-
gle) update operation. Instead, an explicit deletion and
an explicit creation operations are needed. This implies
that for references with multiplicity 0..1, adding a link
will be rejected until the current link is present.

3.5 Real-time Data Distribution Service

The OMG specification for DDS [26] provides a com-
mon application-level interface for data-centric imple-

mentations over a publish-subscribe communication model.

Additionally, this specification defines the main features
suitable for applying in embedded self-adaptive sys-
tems. We provide a brief DDS overview based on [26].
In data-centric systems, every data object is uniquely
identified in a virtual global data space (shortly, GDS),
regardless of its physical location. For this reason, both
the application and communication middleware need to
provide support for unique identifiers of data objects.

Furthermore, this identification enables the middleware
to keep only the most recent version of data upon up-
dates, thus respecting the performance and fault-tolerance
requirements of real-time applications that make a cen-
tralized solution impractical. By keeping the most re-
cent data, the middleware can supply new participants
of the network with up-to-date information if needed.

A simplified metamodel of DDS implementing the
publish-subscribe model is depicted in Figure 4. Partic-
ipant is the top-level entity in a DDS application, so we
assume that each deployed program creates exactly one
instance, and we refer to communicating programs as
participants. Participants may have an arbitrary num-
ber of Subscribers and Publishers that handle the actual
reading and writing of data, respectively. DataReaders
and DataWriters are contained within Subscribers and
Publishers. The sole role of DataWriters is to inform their
corresponding Publishers that there is a new state for a
data object available, i.e., invoking write_w_timestamp()
will not necessarily cause immediate communication.
Similarly, the task of a Subscriber is to decide when to
invoke the DataReader.take() method that does the ac-
tual reading of new data values.

Participant

Publisher

DataReader DataWriter
SIS
take() \ ‘ / write_w_timestamp()
’ Topic }—>¢ DataType
1

Fig. 4: UML class diagram of DDS classes

Unlike traditional publish-subscribe protocols?3, Topic
is more than a routing label for messages in DDS. A
Topic is always associated with exactly one predefined
DataType. For each DataType, a set of attributes are
configured to serve as a key, thus the topic and the
key together are used for identifying of data objects in
the global data space. Additionally, this coupling be-
tween Topic and DataType (with the additional QosPol-
icy settings) enables implementation optimizations such
as pre-allocating the resources needed to send or receive
messages of a Topic.

Real-time DDS by [15] is an extension of the DDS
standard, which tailors DDS to fit real-time application
scenarios. Among other novelties, the work also shows
how quality of service (QoS) and quality of data (QoD)
specifications can be used to ensure reliable and timely

2 https://mqtt.org/
3 https://www.amqp.org/
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messaging, even over unstable or slow networks. Addi-
tionally, DDS is also capable of detecting and reporting
violations of QoS contracts to participants. Thus we
may assume reliable and timely delivery of messages by
the underlying middleware in the current work.

4 A Model Management Protocol for
Distributed Runtime Models

Next, we extend our previous work [3] to provide a real-
time and distributed runtime model management pro-
tocol built over a reliable communication middleware.

4.1 Overview

Our work addresses decentralized mixed synchronous
systems where participants (1) communicate model up-
dates to other participants at the beginning of a time-
triggered execution loop [16] (update cycle) and(2) then
evaluate monitoring queries over a consistent snapshot
of the system (query cycle). We focused on the query cy-
cle in [3] while this paper focuses on the model update
cycle. We assume approximate synchrony [7] between
the clocks of individual computing units, thus all mes-
sages should arrive within given ¢ timeframes reserved
for the update or query phases.

We assume that each participant may locally re-
ceive model update request (e.g. from a sensing ser-
vice) either asynchronously or periodically at any point
in time, but such a model update request is registered
(with a timestamp) but buffered to be processed later in
a time-triggered way by the distributed runtime model.
The real processing order of model updates will not be
time-ordered, but our protocol provides global consis-
tency guarantees (see later in subsection 4.7) periodi-
cally at the end of model update cycle. As such, dis-
tributed graph queries used for runtime monitoring [3]
will execute over a consistent snapshot of the system.

Assumptions on communication middleware. In order
to periodically communicate model changes between
participants, our distributed model update protocol re-
lies upon DDS,; a standard reliable communication mid-
dleware to provide several important QoS guarantees.

1. Timely and reliable message delivery of model up-
date messages is ensured by DDS (i.e. no messages
are lost or get delayed).

2. If there is still a violation of QoS guarantees, the
middleware notifies participants to allow dynamic
reconfiguration (i.e. fault-tolerance is provided on
the communication-level, but not on the model-level)

3. The synchrony of local physical clocks of computing
units is enforced by a clock synchronization protocol
[21,27], thus each participant receives messages with
a timestamp marking the time of the update action
was initiated.

4. Participants can save such update messages to a pre-
allocated cache with potentially limited size. This
way, participants operating under resource constraints
will not be flooded by an excessive number of mes-
sages sent over the network, and they are able to
select messages they want to keep based on their
specific needs and preferences.

Potential race conditions. Despite we assume that there
is a single source of truth for every model object, there
are still several potential race conditions which neces-
sitates to exchange messages between participants in
order to maintain a structurally consistent model (at
the end of the update cycle).

— One participant may wish to move an object and the
previous host of the object would like to execute any
local update operation on that object (e.g. delete
the object, set an attribute or update an outgoing
reference) within the same cycle.

— A more subtle case is when two participants wish
to add a reference to the same target object, but
this reference also has an inverse reference with at
most one multiplicity. In such a case, only one of
the references should allowed to be set otherwise
the model becomes inconsistent.

4.2 A multi-phase model update protocol

In our distributed model update protocol, object cre-
ation, move and deletion are communicated as broad-
cast messages so that participants can register all ob-
jects. Such broadcast messages allow each participant
to add or remove references to any model object even
if the model objects are not hosted by the participant.
On the other hand, messages for reference addition and
removal are sent in a peer to peer manner.

The protocol consists of three major conceptual phases
which are discussed in the following: (1) object update,
(2) reference update, (3) reference acknowledgement.

4.2.1 Object update phase

Object creation phase The first phase of the model up-
date cycle addresses object creation. A participant must
send a broadcast message with the identifier 0.peqte, the
type C, and the host pp,s of the added object. For-
mally, the sent message has [[C(ocreate)]]Md@phost =1
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as content. It is necessary to notify other participants
about the addition of a new model element in order to
allow them to create references pointing to the object
(i.e. as a target end of an edge). Recipient participants
will create a proxy object locally.

Object move phase A special case of object updates is
moving objects between hosts. Formally, this is an ob-
ject creation message that initiates to move an exist-
ing object to a new host participant. Given an object
with identifier 0,44, this is achieved by sending a mes-
sage with the content [[C(omm,e)]]Md@pnewfhost =11t
is worth mentioning that upon moving an object, only
proxy objects have to be updated, but incoming refer-
ences pointing to the object do not need updates, since
the identifier of the moved object does not change. Ta-
ble 1 summarizes the actions to be taken by participants
upon receiving a create object message.

Object delete phase. In the second phase of object up-
dates, objects of the runtime model can be deleted.
The phase is similarly to object creation: the identi-
fier 0gejete, the type C, and the host pp,s of the deleted
object is sent in a broadcast message. Formally, the sent
message has [C(0deere)]" *@prost = 0 as content, which
is also saved in the local knowledge base. It is necessary
to notify other participants about the deletion of an ex-
isting model element to allow them to remove potential
dangling edges originally pointing to the removed ob-
ject. Only the host participant of the object can initiate
the deletion of the corresponding object, otherwise the
object deletion message is ignored. Deleting an object
is non-reversible, i.e., once an object is deleted, it can-
not be recreated. Table 2 summarizes the actions to be
taken upon receiving a delete object message.

4.3 Reference update phase

In this is second phase of the model update protocol,
link additions and removals are initiated (in arbitrary
order) between objects in this phase.

Link addition The addition of a link from object 04 to
Ourg is carried out without sending any messages if ei-
ther (i) both objects are hosted by the same participant
Dhost Or (ii) they are hosted by different participants,
but the structural consistency checks can be done lo-
cally by the host of 0gy.

Otherwise, link addition from object 04 t0 04y is
initiated by the host of o4 (denoted as pg,.). Formally,
a message is sent with content [R(0syec, otrg)]]Md Qpgre =
1. In order to maintain a consistent model, the local

knowledge base keeps [R(0sre, otrg)]]M‘l Qpgre = 0 entry
until receiving an acknowledging reply from the host of
the target object containing [R(0gyec, otrg)]]Md Qpyrg = 1.
However, if the reference cannot be added for some rea-
son, such as a multiplicity constraint would be violated,
the reply from py, will be [[R(osm,otrg)]]Md@ptm = 0.
From this information the host of oy, will also deduct
that the reference cannot be set, thus a consistent truth
value is maintained by both parties.

Link deletion The removal of a directed link leading
from object 0. to 04y is similarly done without send-
ing any messages if either (i) both objects are hosted
by the same participant pp,s; or (ii) they are hosted by
different participants, but structural consistency can be
ensured locally by the host of 0.

Otherwise, deleting a link can be initiated by partic-
ipant ps.., the host of the source object 0. by sending
a request to participant p;, hosting the target object
Otrg- Formally, to initiate deleting a reference of type R,
the content of the messages is [R(0syec, otm)]]Md Qpgye =
0. Meanwhile, in the local knowledge base, this entry is
stored until acknowledgement arrives.

4.4 Reference acknowledgement phase

Special attention is needed to handle the update of in-
verse references (which need to be added and removed
simultaneously) with 0..1 multiplicities due to the po-
tential race condition between participants. Thus, when
a reference with an opposite is changed, the host of the
target object needs to acknowledge the operation for
the host of the source object in a subsequent reference
acknowledgement phase.

— In case of success, both parties are consistently no-
tified about the change (e.g. in case of reference ad-
dition, by replying [R(0src, otrg)]]Md Qpyrg = 1), thus
the opposite references can be set automatically at
both participants without sending extra messages
over the network.

— If an structural inconsistency is detected at the tar-
get object, the reference update request is rejected
(e'g' by Sending [[R(Osrcaotrg)]]Md@ptrg = 0 in case
of reference addition).

Table 3 and Table 4 briefly summarize the actions
to be taken by participants when they receive reference
update messages for inverse references.

4.5 Cycled processing by transaction logs

As updates to the system may occur while in operation,
each participant maintains a transaction log (buffer) to
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Table 1: Summary of actions for message [C(0bj)]**@p =1 (creating/moving an object)

Condition

Participant

p (sender)

other (receiver)

Model object obj is unknown

create local obj

create proxy for obj

A proxy for obj is present locally

replace proxy with local object obj

update proxy for obj

The object obj is present locally

no-op

replace local object obj with a proxy

Table 2: Summary of actions for message [[C(obj)]]Md @p = 0 (deleting an object)

Condition

Participant

p (sender)

other (receiver)

Model object obj is unknown

no-op

no-op

A proxy for obj is present locally

remove proxy and any dangling links

remove proxy and any dangling links

The object obj is present locally

delete obj and any dangling links

delete obj and any dangling links

Table 3: Summary of actions for message [R(srec, trg)]]M" @p =1 (adding a link with opposite)

Participant

Condition Dsre, host of src (sender)

Pirg, host of trg (receiver)

link already exists no-op

send [R(src, trg)[4@pyry = 1 as reply to psre

link does not exist

await reply and add link if acknowledged

send [R(src, trg)]|4@piry = 1 or 0 as reply to psr
and add opposite link if 1 is sent back

Table 4: Summary of actions for message [R(src, trg)]]Md @p = 0 (removing a link with opposite)

Participant

Condition

Psre, host of src (sender)

Pirg, host of trg (receiver)

link exists

remove link

remove opposite link

link does not exist no-op

no-op

register such changes. Within the same update cycles,
participants need to filter out cancelled or overwritten
model update actions prior to communicating them to
other participants (e.g. if the reference is update twice).
This pre-filtering of update actions is an important step
that guarantees that a given predicate evaluation is only
communicated once in a model update phase.

Then, at the beginning of the model update phase,
only the (filtered) changes that arrived during the time
window of the previous cycle will be considered and
communicated by each participant to the distributed
runtime model. This way, a globally consistent snap-
shot of the system is obtained by the end of the model
update cycle wrt. the changes arrived until the begin-
ning of the same model update cycle. Changes arriving
during the current model update (and query evalua-
tion) cycle will be processed in the next cycle.

Example 38 Figure 5 shows a possible timeline for two
participants with their corresponding transaction logs
with all update actions marked for processing. When
processing this queue (right part), each participant sends
messages following the order described in this section
previously (object create, object delete, reference up-
date, reference add, and reference remove) for each up-
date that does not only effect the local knowledge base.
For instance, the update with timestamp ¢; o is marked
as local and will not incur communication, since both
ends of the reference are hosted by p;. Moreover, par-
ticipants send messages of the same kind respecting the
ordering between the timestamps of the corresponding
update actions.
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Fig. 5: Registering changes and communicating updates

4.6 Handling of object move

The fact that messages conveying the information on
updates are in a different order as the update actions
in the transactions logs can cause delayed updates. This,
in most cases, requires no extra consideration, since
this reordering is carried out it help prevent ambiguous
cases during model update. However, a race condition
may arise when an object receives a delayed update
that has been moved between two participants within
the same model update cycle.

Figure 6 depicts a case when a participant p; reg-
isters an update to a hosted object obj that is moved
shortly after it to be hosted by ps. In this case, the
timestamps wrt. a globally synchronized clock are ¢ ; <
ta ;. When participants communicate changes, first ps
sends a broadcast message about the moving of the ob-
ject. Later p; sends an update regarding obj. The mes-
sage on the update is surely sent later by p; than the
message about the move, since object create and move
messages are communicated first and p; is not sending
an object create. In this case, any participant except
for po, that receive the update message sent by p; will
ignore the message, since the object obj p; is trying to
update is no longer hosted by p;. However, when po
receives the message, it will execute the update to the
object and resend the message with the same content
because the update to the object happened earlier (in
the global timeline) that the move operation.

changes registered | messages sent
i |
Fan

»
»

time

1

!

: [update]

! update
pr  [update] .. : s

|

1

X obj mov
p2 ... obj mov 1 ts: tyy

Fig. 6: Accepted delayed update (t1; < t2,;)

Moreover, Figure 7 shows a case when the opposite
is happening. Again, the same messages are sent in the
same order as before, but this time the global times-
tamps are t1; > tp ;. This way, the recipient p; will
know that the update happened after the actual mov-

ing of obj, thus p; no longer had rights to apply updates,
and po refuses to change the state of the object.

changes registered | messages sent

ta tyi :

AR

time i »
I
[update]]
1
pl lupdatel] ts: o
obi Mov | |obj mov
p2 ) | [ts: ta,

Fig. 7: Refused delayed update (t1,; > t2 ;)

4.7 Semantic guarantees

Termination. To show termination of the protocol, we
claim that model update message sequences are free
from deadlocks and livelocks. Recall that (1) local up-
dates may only touch a finite number of predicates (and
they are assumed to complete in short time), and (2)
the distributed model update protocol sends messages
either in a ”send and forget” or in a "request and ac-
knowledge” manner.

Theorem 1 The distributed model update protocol is
free from deadlocks and livelocks.

Proof (Sketch) To show the deadlock-free property, it
is sufficient to show that reply messages will always
arrive, which is ensured by the QoS guarantees of the
underlying DDS middleware, and by our assumption
that all local updates to the knowledge base touch only
finite elements.

Livelock-freedom can be proved by showing that (i)
messages that do not require replies do not trigger re-
cipients to send further messages and (ii) messages sent
in a request-acknowledge manner require a single reply
message while reply messages are not generating addi-
tional messages. As a result, communicating an update
operation involves sending at most two messages.

Consistency. We claim that the provided distributed
model update protocol is consistent, i.e., by the end of
the model update cycle, the set of predicates gained by
fusing each participant’s knowledge base is free from
contradictions, and provides the same effect as if the
model updates were processed by a centralized global
repository.

Let {ac'(t;1),ac*(tiz2),...,ac'(tix)} be transaction
logs for each participant ¢ and a given time window
(0, typa) where (1) t; ; is a globally unique timestamp
for the corresponding model update action (i.e., t; ; =
tyy — 1 =axAj =y)and (2) each participant’s transac-
tion log is locally time-ordered: 0 < t; ; < t; j4+1 < tupa-
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Let Seqp, 10c : My ~ M; be the time-ordered se-
quence of model update actions logged by participant
p; between two consecutive model update phases (ap-
plied on initial model My and yielding model M; as re-
sult) and let Seqy, msq : Mo ~> M, be the sequence of
executed model update actions by p; in the distributed
runtime model during the model update phase (applied
on initial model M and yielding model M, as result).

Theorem 2 (Local consistency of model updates)
For any atomic predicate ¥ the effect of model updates
made by a single participant is time-serializable, 1.e.,
for any Seqp, 1oc : My ~ M; and the corresponding
message sequence Seqp, msq : Mo ~> M, derived by the

protocol: ] M _ [+] M

Let Seqqio : Mo ~ M, be the globally time-ordered
sequence of model update actions logged by a hypo-
thetical centralized participant between two consecu-
tive model update phases (applied on initial model My
and yielding model M, as result) and let Seqgrm :
My ~~ My be the sequence of executed model update
actions in the distributed runtime model during the
model update phase (applied on initial model My and
yielding model My as result).

Theorem 3 (Global consistency of model updates)

For any atomic predicate ¥ the effect of model updates
is globally time-serializable, i.e., for any Seqqio : My ~~
Mgy and its corresponding Seqarm @ Mo ~ Mg derived
by the protocol: []™* = [y]™e.

5 Synthesis of Middleware Configurations

Next, we introduce a mapping from high-level runtime
models to the input language of the DDS runtime, so
that we can automatically synthesize DDS configura-
tions for applications. We are focusing on data types,
topics, publishers, subscribers, and participants for now,
but this could be extended to other parameters as well,
such as refined QoS settings. We use IDL [18] configu-
ration language to capture the necessary definitions.

5.1 From metamodel elements to IDL types

First, domain classes of the metamodel are mapped to
literals of enumeration ObjectType. Similarly, the enu-
meration ReferenceType is created with a literal for
each reference in the metamodel following the pattern
< SourceClassName>_< ReferenceName>>.

Ezample 4 Listing 5.1 depicts two enumerations Object-

Type (lines 1-9) and ReferenceType (lines 10-19) gen-
erated from the metamodel of Figure 2.

1 enum ObjectType {

ModelRoot ,

Participant ,

DomainElement ,

RailRoadElement ,

Train ,

Segment ,

Turnout
}
enum ReferenceType {

ModelRoot_domainElements ,

ModelRoot_participants,

Participant_hosts ,

RailRoadElement _left ,

RailRoadElement_rigt ,

Train_on ,

Turnout_straight ,

18 Turnout_divergent

19 };
Listing 5.1: Generated IDL type definitions for
the example metamodel

© 00 N O O W N
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Then, we provide the definitions of generic message
data types for DDS communication, as shown in List-
ing 5.2 with corresponding structures ObjectUpdate
(lines 5—10), ReferenceUpdateRequest (lines 11—17),
and ReferenceUpdateReply (lines 18 — 24).

1 enum UpdateType {

2 Create ,

3 Delete

4}

5 struct ObjectUpdate {
6 long long id;

7 ObjectType oType;

8 UpdateType uType;

9 long long senderPID;

10 };

11 struct ReferenceUpdateRequest {
12 long long srclD;

13 long long trglD;

14 ReferenceType rType;

15 UpdateType uType;

16 long long senderPID;

17}

18 struct ReferenceUpdateReply {
19 long long srclD;

20 long long trglD;

21 ReferenceType rType;

22 boolean isSuccessful;

23 long long senderPID;

24 };

Listing 5.2: IDL definition of generic model up-
date types

An ObjectUpdate message uniformly handles the
case for object creation and deletion. Such a message in-
cludes the unique ID of the object it is referring to (id),
its type (oType), the update operation type (uType),
and the sender participant ID (senderPID). The id is
a long attribute that is assumed to be globally unique
in the knowledge base. The value assigned to oType is
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one of the generated values coming from the domain
metamodel to add metadata about the type of the ob-
ject being changed. The possible values of uType cap-
ture the different update operations that are defined in
lines 1 — 4. The currently supported update operations
are delete or create/move, but other update types could
be incorporated similarly. Finally, senderPID identifies
the participant who updates the object.

A ReferenceUpdateRequest message is similar to
ObjectUpdate but with two identifiers, srcID and trgID,
denoting the source and reference target object of the
reference. The attribute rType may have values from
an enumeration with literals generated from the associ-
ations found in the metamodel. To acknowledge when a
new reference is added, a ReferenceUpdateReply type
is generated, where the isSuccessful Boolean flag in-
dicates whether the addition was successful or not.

5.2  Participants and topics

In addition to deriving data types from the domain
model, we show how applications can use them to set
up the DDS middleware. Currently, each application
manages a single participant connected to the same (de-
fault) domain. Additionally, we use a single publisher
and a subscriber that is automatically provided for each
participant. DDS data writers and data readers will be
attached to this publisher and subscriber, respectively.

A general broadcast topic (/0bject) delivers object
deletion and creation messages. Each participant is sub-
scribed to this topic as well as writes this topic. Broad-
cast messages are of type ObjectUpdate which is thus
the assigned data type of this topic.

To communicate bidirectional referenece updates,
each participant subscribes to two topics that other par-
ticipants can use to send (direct) unicast messages to
them. These topics are /ParRefRequest_n and /ParRef-
Reply_n, where n represents the ID of the participant.
The DDS data types assigned to these topics are Ref-
erenceUpdateRequest and ReferenceUpdateReply.

These message types and middleware setup enable
to execute the distributed model update protocol de-
tailed in subsection 4.2 The number of DDS entities
(participants, topics, data writers and data readers) in
the system is independent from the size of the model
and also from the size of the metamodel, which is a
desirable property in DDS [26]. The total number of
topics is 2 * #{participants} + 1. All participants are
uniquely addressable and they will have their own top-
ics: the DDS protocol manages the communication to
be real-time and reliable between the participants.

6 FEvaluation

We conducted measurements to evaluate and address
the research questions:

Q1: How does our approach scale with respect to
model size?

Q2: How does our approach scale with respect to the
number of participants?

6.1 Measurement setup

Computation platform. We reserved 20 on-demand
Ubuntu Server 18.04 LTS t2.micro instances in the Ama-
zon AWS Cloud to run our benchmarks. Each machine
was assigned 1 (virtual) CPU core and 1 GB of RAM
which represents a single board embedded device. This
way we are able to assess the scalability of our dis-
tributed runtime model approach wrt. the number of
participants operating on the same network and to scale
up models to reasonable large sizes.

DDS middleware. We used the DDS implementation
created by RTI* which supports the quality of service
settings included in the DDS specification. Furthermore,
RTI provides additional options to fine-tune applica-
tions. We slightly modified an initial profile provided
in high_throughput.zml to ensure timely message deliv-
ery. Namely, we increased the maz_samples for the data
writer to allow increased write throughput. Further-
more, we set the max_flush_delay to 100 ms to ensure
periodic sending of buffered messages, and increased the
max_send window_size to allow larger batches of trans-
port messages. These two parameters are both RIT’s
own extensions to the standard.

CPS runtime model benchmark. We rely on the MoDeS3
railway CPS demonstrator as the domain of our experi-
ments to synthesize various distributed runtime models.
Since the original runtime model of the CPS demonstra-
tor has only a total of less than 100 objects and a total
of six participants, we scaled up this initial model. To
ensure that structurally consistent models are gener-
ated, we followed a template-based method, which is a
simplified version of [14].

We defined a model template (or a building block)
for the model generator with a total of 14 connected do-
main objects (five turnouts, five segments, three trains,
and one participant). Each block is set up in a way that
the three pre-selected Turnout model objects can have
references to up three objects contained in other blocks
via their left or right references.

4 https://www.rti.com/products/dds-standard
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level n 2 —i

level n+1 |27+ =2 2741 —2i 1]

Fig. 8: Relationship between block indices during model
generation

At model generation time, participants are instanti-
ating such blocks with unique identifiers using the for-
mula of ID = j 4+ k- P, where j (0 < j < P) denotes
the unique participant ID , k is the k*® block created
by that participant, and P is the total number of par-
ticipants in the system. Adding references between ob-
jects contained in different blocks follows the scheme
depicted in Figure 8. A participant obtains n and i pa-
rameters using ID = 2" — i,i < 2" ! and calculates
identifiers for targeted blocks with identifiers 27! — 24
and 2"t! — 2 + 1. As a final step, it adds references
between turnouts defined by the template.

6.2 Measurement results
6.2.1 Model update throughput.

In the first set of experiments, we assessed how the
model update throughput is affected by the number of
participants present the system. Each participant was
sending the same amount of broadcast update messages
(each creating 50K new objects), while also listening to
model updates sent by other participants.

Figure 9 shows our results. Each line represents a
separate scenario where 2, 5, 10, and 20 participants
were active, respectively. Furthermore, lines in the plot
depict the median of how many objects a single partic-
ipant registered over time during the experiment (both
local and remote objects).

This Figure 9 suggests that the throughput of model
updates is unaffected both by the actual size of the
model and the number of participants. Additionally, the
results also point out that our approach scales up to 1M
model objects hosted across 20 participants.

We also assessed throughput for different model up-
date types. Figure 10 shows the results for measuring
the capability of a single participant to process various
model update messages. On average, 1708 object is reg-
istered every 10 ms, while this value is only 286 and 462
for processed reference update requests and replies, re-
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Fig. 9: Number of model objects registered by a single
participant
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Fig. 10: Throughput comparison for processing different
model updates by a single participant

spectively, which are promising performance indicators
for a software prototype.

6.2.2 Model update intervals.

According to our time-triggered model management ap-
proach, participants operate according to a global syn-
chronized clock, and messages should arrive within a
given timeframes for successful processing. For this rea-
son, we conducted measurements to give initial estima-
tions on the length of time intervals that are required
to communicate a given number of changes. In this sce-
nario, we used a fixed number of 20 participants, but
each communicated a given number of equal changes
periodically (overall global model deltas were of size
1K, 10K and 100K) while generating a model of given
size (approximately reaching 0.5M elements). Each par-
ticipant logged the event when received all messages of
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Fig. 12: Time needed to apply object deltas of different
sizes

a model update delta. The empirical distribution func-
tions obtained for the different change sizes are shown
in Figure 11.

This benchmark revealed that 1K (max measured
duration: 107 ms) and 10K (max: 140 ms) changes re-
quire almost the same amount of time to propagate with
a very slight variance. On the contrary, larger changes
affecting 100K elements (max: 450 ms) took almost 4x
longer to propagate and had greater variance.

0.2.3 Communication costs.

Another set of experiments was addressing sending model
deltas of given sizes to determine the impact of change
sizes on the communication, while also changing the
number of participants in the system. Figure 12 presents
the obtained results.

A possible explanation for the results is that com-
municating a given number of changes requires propor-
tionally more resources in case there are fewer partici-
pants in the system. While the total number of changes
to the model is the same for each scenario in a given
time window, the middleware seems to be able optimize
resource utilization better.

6.2.4 Threats to validity.

The generalizability of our experimental results is lim-
ited by certain factors. First and foremost, we reserved

simple instances in the Amazon AWS infrastructure,
so that we had very limited influence on the alloca-
tion of the machines and the potential workload that is
present on the same physical host as our instances. Fur-
thermore, the network is also virtualized and the traf-
fic on the physical network while performing our eval-
uations was not known. Additionally, to measure the
performance of our distributed model management ap-
proach, participants executed only model management
tasks. Finally, it is important to add that while assess-
ing model update throughput for reference updates, the
change sizes for references that implied communication
were potentially not equal for different participants.

7 Related Work

Runtime models. The models@ run.time paradigm [2]
serves as the conceptual basis for the Kevoree frame-
work [24]. This framework originally aimed at providing
an implementation and adaptation of the de facto EMF
standard for runtime models [9]. KMF allows sharing
objects between different nodes, as opposed to our cur-
rent work where the model elements can only be modi-
fied by their host participant, thanks to the single source
of truth principle. Additionally, several assumptions ap-
plied to KMF heavily depends on the Java program-
ming language and the Eclipse modeling framework,
which questions its applicability to resource-constrained
environments.

The work presented in [12] combines reactive pro-
gramming, peer-to-peer distribution, and large-scale
models@ run.time to leverage the challenges introduced
by constantly changing runtime models. The basic idea
is to asynchronously communicate model changes as
chunks, where chunks can be processed individually re-
gardless of other elements in the model. A prototype for
this approach is also provided as an extension to KMF'.

Other recent distributed, data-driven solutions in-
clude the Global Data Plane [37]. This work suggests a
data-centric approach for model-based IoT systems en-
gineering with a special focus on cloud-based architec-
tures, providing flexibility and access control in terms
of platform components and data produced by sensors.
However, data in this cases represented by time se-
ries logs, which is considered as low-level representation
compared to graph models.

Another distributed solution for the models@ run.-
time is presented in [34] as a modeling language for exe-
cutable runtime megamodels (EUREMA). This project
is primarily concerned with specifying the self-adaptation
strategy following a model-based approach — while the
data storage and representation is out of its scope.
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Adaptive exchange of distributed partial was stud-
ied in [10]. The authors propose a role-based model
synchronization approach for efficient knowledge shar-
ing. First, they identify three strategies for model syn-
chronization wrt. the participants share what part of
their knowledge base. Then, with the help of different
roles, they show optimizations for knowledge sharing
in terms of performance, energy consumption, memory
consumption, and data privacy, while in our approach
data ownership is exclusive and based on the platform.

Distributed graph databases There are existing databases
that use graphs as the underlying data representation.
One of such databases is JanusGraph (formerly known
as TITAN) [30]. It provides support for storing and
querying very large graphs by running over a cluster of
computers. In addition to storing data in a distributed
way within a cluster, it also supports fault tolerance
by replication and multiple simultaneous query execu-
tions by transactions. Even though it claims to execute
complex graph traversals in real time, the framework
provides no QoS assurance regarding response time.

OrientDB [4] is a multimodel database that has a
native graph database engine where graph data may or
may not be defined by a corresponding schema. How-
ever, in case of both JanusGraph and OrientDB, de-
ployment of the database to memory-constrained de-
vices is not supported by default, which is a fundamen-
tal need for distributed CPSs.

The authors in [11] introduce GreyCat, an imple-
mentation for temporal graphs. By adding timestamps
to graph node IDs, it allows identifying a node along its
timeline. The tool can be used on top of arbitrary stor-

age technologies, such as in-memory or NoSQL databases.

As opposed to out approach, they use a per-node lock-
ing approach to prevent inconsistencies.

Finally, it is worth pointing out that adaptation
of traditional design time modeling approaches from
model-driven software engineering to runtime models
introduced in this current paper also fits the general
research directions suggested in [1], while in [22] DDS
is suggested as a key enabler technology for allowing
timely and reliable data delivery for modern model-
based applications.

8 Conclusions

In this paper, we proposed a time-triggered and dis-
tributed runtime model management approach built on
top of the standard DDS reliable communication mid-
dleware that is widely used in used in self-adaptive and
resource constrained CPS applications. The main use

case for such distributed runtime models is to carry
out runtime verification by exploiting graph query tech-
niques as detailed previously in [3].

Our approach introduces an efficient handling of a
distributed knowledge base stored in as a graph over a
heterogeneous computing platform. Consistent manip-
ulation and update of the knowledge base is defined as a
distributed and time-triggered model management pro-
tocol and implemented with the help of QoS guarantees
provided by the DDS communication middleware.

The scalability of our approach was evaluated in the
context of the physical system of MoDeS3 CPS demon-
strator with promising results such as high throughput
for model updates and good scalability with increasing
change sizes and number of participants.
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